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Abstract: The development of educational information systems in the context of the fourth industrial revolution and smart cities is transforming traditional approaches to 
education through the integration of artificial intelligence (AI), IoT and cloud computing. These advanced systems enable personalization of learning, automation of 
knowledge assessment and efficient management of resources, thus supporting the principles of Education 4.0. The focus is on adaptive technologies that meet the 
individual needs of students, improve the quality of teaching and increase user engagement. This paper analyzes the key technologies, methods and tools which are 
enabling the application of AI in education, identifying challenges such as privacy protection, ethical dilemmas, the digital divide and the integration of new technologies 
into existing educational practices. Special attention is given to the application of AI in the personalization of learning, the automation of knowledge assessment and the 
optimization of resource management in educational institutions. The results of the analysis highlight the significant potential of these systems for improving the 
educational experience, while proposing a strategic framework for their implementation in smart cities.
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1 INTRODUCTION 

Information systems used in education obtain a new 
dimension by integrating artificial intelligence (AI). The 
application of AI in education brings numerous advantages, 
such as personalization of learning, adaptation of teaching 
content to the needs of students and more efficient 
management of resources [1, 2]. New information systems used 
in education completely transform traditional education and 
contribute to improving the quality of the teaching process and 
increasing student engagement [3, 4]. The large increase in 
virtual tutors, chat-bots and intelligent tutoring systems directly 
affects the role of educators [4]. In modern education systems, 
the main role of educators is to encourage creativity, critical 
thinking and problem-solving skills, while leaving routine tasks to 
AI assistants [4].

Educational information systems used in smart cities are 
based on the principles of Education 4.0. Education 4.0 
represents an educational model that is in line with the fourth 
industrial revolution and is based on the use of digital 
technologies, artificial intelligence, IoT and other modern 
technological solutions [5, 6]. Key principles of Education 4.0 
such as personalization of learning, data-driven learning and 
flexibility of educational processes are directly related to the 
goals of educational information systems in smart cities [7].

The goal of the paper is to provide insight into technologies, 
methods and tools that enable personalized learning, automated 
knowledge assessment and data-based decision-making. An 
analysis of the main challenges faced by these information 
systems, such as data privacy, ethics, the digital divide and the 
integration of new technologies into existing educational 
practices, will be carried out. Special attention is devoted to the 
analysis of perspectives for the development and improvement 
of educational systems in the Republic of Serbia.

2 EDUCATIONAL INFORMATION SYSTEMS 

The information system is based on the infrastructure of 
information technologies that are used. The IT infrastructure of 
an organization, which is shown schematically in Figure 1, 
consists of hardware, software, databases, 
networks/telecommunication technologies and human resources 
[8].

Figure 1Information technology components and their infrastructure of an 
organization [8]

Information systems used in education belong to the 
category of specific information systems intended to support 
educational processes [9]. These information systems play an
important role in the process of digitization and improvement of 
educational processes and enable more efficient management 
and learning [10]. There are different models and categories of 
these educational information systems, which indicates their 
great complexity. 

There are educational information systems that can 
function independently and focus on specific tasks (for example, 
school library management) [11]. On the other hand, there are 
educational systems that integrate with other systems, 
combining their functionalities (for example, when combining 
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curriculum management, administration and communication with 
students).

According to the type of support provided to users, 
educational information systems are divided into learning 
support systems, collaborative systems and assessment 
systems. Learning systems are designed to provide direct 
support to educational processes and include various tutorials, 
exercises and multimedia content [12]. Collaborative systems 
enable the collaboration of students and teachers (tools that 
enable the implementation of forums, video conferences and 
document sharing such as Microsoft Teams and Zoom) [13]. 
Assessment systems are designed to enable the creation, 
implementation and analysis of tests and student evaluation 
(examples of tools: Kahoot and Google Forms) [14].

According to the type of data processed by educational 
information systems, they are divided into systems for data 
analysis and systems for recording and reporting. Data analysis 
systems include tools for monitoring and analyzing the results 
achieved by students, as well as monitoring and analyzing their 
behavior in the learning process and predicting their results. 
Typical examples of systems for recording are systems for 
tracking student attendance and performance.

Looking at the technological basis of educational 
information systems, systems with artificial intelligence (AI-
powered system) and systems with augmented and virtual 
reality have a leading position [15]. These systems enable 
personalized learning and interactive and simulation lessons. 
The integration of new technologies contributes to the 
modernization of the learning process and the management of 
educational institutions.

3 THE CONCEPT OF EDUCATIONAL INFORMATION 
SYSTEMS IN SMART CITIES

Educational information systems in smart cities integrate 
IoT devices, cloud computing and artificial intelligence with the 
aim of creating dynamic and adaptive learning platforms [16]. 
These platforms enable interactive teaching in smart 
classrooms, distance learning and more efficient management 
of resources such as teaching materials, lecturer’s time and 
classroom capacity. Figure 2 shows a graphic representation of 
the ecosystem of educational information systems.

The application of IoT technology enables the collection of 
data on student behavior in real time [17]. Sensors in smart 
classrooms monitor student attendance, focus and activity. For 
example, smart classrooms use motion, sound and light sensors 
to identify the level of student engagement during class. All this 
information can be used by teachers in real time and used to 
adjust the dynamics of the lesson. The integration of cloud 
computing into the educational information system enables the 
storage of a large amount of data, as well as their analysis in 
real time [18].

Figure 2Ecosystem of educational information systems

3.1 Application of AI in the personalization of learning

The key principle of Education 4.0 is the personalization of 
learning, which is very successfully realized by implementing AI 
in the educational process [19]. AI systems enable the analysis 
of huge amounts of data, identify patterns and adapt to 
individual learning styles [4]. The main goal is to adapt the 
teaching content to each student based on his knowledge, 
interests and skills. In this way, students are allowed to learn at 
their own pace, with personalized resources, recommendations 
for further work and automatic information about their progress 
available to them. Figure 3 shows a graphic representation of 
the benefits of AI in personalized learning.

Figure 3 Benefits of AI in personalized learning

The key techniques used in personalizing learning 
are:adaptive learning systems, recommendation systems 
andintelligent mentors.

AI algorithms are used to analyze student progress and 
adjust the difficulty of tasks and the type of content in 
accordance with the results of the analysis [20, 21]. AI 
algorithms track various student performance metrics, such as 
accuracy, response time, and error patterns, and using this 
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data, the system generates new tasks that are tailored to each 
student's needs [22]. Research has shown that maintaining an 
appropriate level of challenge, often referred to as the "zone of 
proximal development," is critical to effective learning [22]. 
Special AI algorithms have great potential to enrich the learning 
experience of students with special needs [23].

AI uses appropriate algorithms to suggest additional 
content to students that can help them better understand the 
material. These can be additional lessons, video materials or 
various quizzes to determine the material. This approach uses 
the behavioural patterns of other students to provide optimal 
recommendations.

AI systems provide personalized guidance to students 
during the learning process and behave similarly to human 
mentors [21]. Intelligent tutors have the ability to provide real-
time explanation to students and answer questions using natural 
language processing.

Figure 4 shows a graphic comparison of traditional and AI-
personalized learning approaches based on data from [22].

Figure 4 Comparison of Traditional vs AI-Personalized Learning Approaches 
[22]

3.2 Automation of knowledge assessment with the help of 
AI

The integration of AI technology into the educational 
information system can enable the automation of the process of 
assessing students' knowledge [21]. In this way, the teacher's 
workload is reduced and the accuracy of the assessment is 
increased.

Methods of automation of knowledge assessment 
are:automatic recognition of answers, analysis of student 
behaviour and automatic task generation.

The main goal is that AI can analyze and evaluate students' 
open answers, which is achieved by using methods of natural 
language processing and machine learning [24].AI can 
recognize when a student is not focused on the task, when is 
having difficulty working in class or what learning style suits him 
best. This can be achieved through the use of sensors and IoT 
devices in the classroom.Based on the assessed level of 
knowledge and interest of the student, AI can generate test 
questions or a customized quiz.

In addition to automating knowledge assessment, AI 
algorithms have high accuracy in predicting student dropouts. 
These data are of great importance for the creation of a special 
curriculum for such students, which would contribute to 
increasing interest in the learning material and increasing 
student motivation. Figure 5 shows a comparison of traditional 
and AI estimation methods based on data from [22].

Figure 5 Comparison of Traditional vs AI-Assisted Assessment Methods [22]

3.3 Application of AI in resource management

Efficient management of all resources is crucial in the 
concept of smart cities. AI algorithms help optimize the following 
areas:

• optimization of classroom use – the use of AI predictive
models enables the optimization of classroom use schedules 
based on the needs of students and teachers; 

• management of teaching resources - AI algorithms can be
used to automatically assign tasks to teachers and optimize 
workload [21];

• management of financial resources - AI algorithms can
be used to analyze the costs of educational materials and, in 
accordance with the results of the analysis, suggest a more 
rational use of the budget [21].

4 CHALLENGES IN THE APPLICATION OF MODERN 
EDUCATIONAL INFORMATION SYSTEMS

The implementation of educational information systems 
entails various challenges that can be of a technical, social, 
economic and organizational nature. Addressing these 
challenges is critical to the successful integration of technology 
into the education sector.

One of the main problems is the existence of a digital divide 
between different socio-economic groups. Unequal access to 
information and communication technologies represents a major 
challenge for achieving equality in education [25]. The 
application of new technologies can lead to an additional 
increase in inequality. Also, rural and poorly developed areas do 
not have developed infrastructure, which is a complicating factor 
for the implementation of modern education systems. To solve 
this, significant investments in digital infrastructure are 
necessary. 

Given that educational information systems collect, process 
and store huge amounts of data about students, teachers and 
educational processes, there are risks related to data security 
and privacy. The integrity of the system can be threatened by 
various hacker attacks, information leaks or unauthorized 
access to information. It is necessary to carry out the following 
actions:

- collect only data that is necessary for educational 
purposes; 

- clearly inform students and parents about data 
collection practices and obtaining appropriate consent;

- implement the necessary cyber security measures to 
protect against data breaches and unauthorized 
access; 

- establish clear guidelines on the data retention period;
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- carefully monitor all third parties who may have access 
to student data [22, 26].

Addressing these issues requires a collaborative effort 
between educational institutions, technology developers, policy 
makers, and privacy advocates to develop an appropriate 
framework to protect the privacy of students who take 
advantage of AI in education.

The implementation of smart education systems requires 
large financial investments in infrastructure construction, 
equipment acquisition, staff training and system maintenance. 
The high costs of implementation and maintenance represent a 
long-term challenge to the sustainability of these systems.

Effective implementation of educational information 
systems depends on the digital literacy of all users of the 
system. If the users of the system do not have enough 
knowledge to use new technologies, then there will be a weaker 
integration of the system. Resistance to change is also 
common, especially among teachers and administration, which 
can slow down the implementation process [27]. This is why 
training and ongoing support for all system users is extremely 
important. Additionally, collaboration between educators, AI 
developers, and educational researchers contributes to AI tools 
being designed according to the needs and limitations of smart 
classrooms [22].

Modern educational information systems are characterized 
by high technological complexity. As a result, cross-platform and 
device issues, system crashes, network speed limitations, and 
hardware and software compatibility issues can occur. 
Insufficiently developed IoT infrastructure can limit the 
capabilities of these systems.

The use of AI in educational systems raises many ethical 
questions. There are many prejudices about the use of certain 
algorithms, the problem of transparency in decision-making and 
the question of whether automation can replace people in the 
educational process [28]. For this reason, it is necessary to 
define appropriate regulations and ethical guidelines.

The integration of smart educational systems implies 
intensive use of electronic devices, which increases the amount 
of electronic waste and energy consumption. Therefore, it is 
necessary to consider the use of sustainable solutions, such as 
the use of recycled materials and energy-efficient technologies, 
when planning these systems.

5 EDUCATIONAL INFORMATION SYSTEMS IN REPUBLIC 
OF SERBIA

The development of educational information systems in the 
Republic of Serbia is gaining importance through national 
digitization strategies, among which is the Strategy for the 
Development of Education and Training in the Republic of 
Serbia until 2030 (hereinafter: Strategy). This document 
recognizes digitization as a priority area in the modernization of 
education, with the aim of increasing the availability, quality and 
efficiency of educational services.

In recent years, significant steps have been taken towards 
the implementation of educational information systems in the 
Republic of Serbia. The most significant projects are the 
introduction of an electronic diary and a digital classroom. 
However, there are also numerous limitations and challenges 
such as the lack of adequate IT equipment and internet 
connection in schools in rural areas, large variations in the level 
of digital competences of teachers, the need to improve data 
protection in accordance with privacy regulations and limited 

resources for the development and maintenance of modern 
information systems.

According to Strategy, priorities in the development of 
educational information systems in Serbia include infrastructure 
improvement, digital transformation of the teaching process 
(development of platforms for online learning and 
personalization of educational content), professional 
development of teaching staff and integration of artificial 
intelligence [29].

Serbia has the potential to develop integrated educational 
information systems that connect schools, local communities 
and wider social sectors. The key steps towards achieving this
goal are the creation of a national education portal, encouraging 
innovation through public-private partnerships and digital 
inclusion programs for schools in less developed areas.

CONCLUSIONS

The application of artificial intelligence in educational 
information systems within smart cities is revolutionizing 
education by ensuring that every student receives a 
personalized learning experience tailored to their needs, 
interests, learning style, and pace. Integrating AI into the 
educational process facilitates automated grading and more 
efficient resource management. While challenges persist, the 
potential of AI in education is immense, particularly in creating 
data-driven smart cities powered by intelligent systems. Future 
research should focus on developing ethical guidelines, 
increasing technology accessibility, and enhancing educators' 
capacity to work with AI tools.

REFERENCES 

[1] Igbokwe, I. (2023). Application of Artificial Intelligence (AI) in 
Educational Management. International Journal of Scientific and 
Research Publications (IJSRP), 13(3), 300-307. 
http://dx.doi.org/10.29322/IJSRP.13.03.2023.p13536

[2] Iqubal, M. (2023). AI in Education: Personalized Learning and 
Adaptive Assessment. Cosmic Bulletin Business Management, 
2(1), 280-297. http://dx.doi.org/10.13140/RG.2.2.24796.77446

[3] Kalyani, L. K. (2024). The Role of Technology in Education: 
Enhancing Learning Outcomes and 21st Century Skills. 
International Journal of Scientific Research in Modern Science 
and Technology, 3(4), 5-10. 
http://dx.doi.org/10.59828/ijsrmst.v3i4.199

[4] Ou, S. (2024). Transforming Education: The Evolving Role of 
Artificial Intelligence in The Students Academic Performance. 
International Journal of Education and Humanities, 13(2), 163-
173. http://dx.doi.org/10.54097/cc1x7r95 

[5] Shahroom, A. & Hussin, N. (2018). Industrial Revolution 4.0 and 
Education. International Journal of Academic Research in 
Business and Social Sciences, 8(9). 
http://dx.doi.org/10.6007/IJARBSS/v8-i9/4593

[6] Clemente de Souza, A. S. & Debs, L. (2024). Concepts, innovative 
technologies, learning approaches and trend topics in education 
4.0: A scoping literature review. Social Sciences & Humanities 
Open, 9, 100902. https://doi.org/10.1016/j.ssaho.2024.100902 

[7] Miranda, J., Navarrete, C., Noguez, J., Molina-Espinosa, J., 
Ramírez-Montoya, M., Navarro-Tuch, S. A., Bustamante-Bello, 
M., Rosas-Fernández, J., Molina, A. (2021). The core components 
of education 4.0 in higher education: Three case studies in 
engineering education. Computers & Electrical Engineering, 93, 
107278. https://doi.org/10.1016/j.compeleceng.2021.107278

[8] Rainer, K. & Turban, E. (2009). Introduction to Information Systems: 
Supporting and Transforming Business. Belgrade: Data Status. 
ISBN 978-86-7478-076-3 



164 

[9] Martins, J., Branco, F., Gonçalves, R., Au-Yong Oliveira, M., 
Oliveira, T., Naranjo-Zolotov, M. & Cruz Jesus, F. (2018). 
Assessing the success behind the use of education management 
information systems in higher education. Telematics and 
Informatics, 38. http://dx.doi.org/10.1016/j.tele.2018.10.001

[10] Godin, V. & Terekhova, A. (2021). Digitalization of Education: 
Models and Methods. International Journal of Technology, 12(7), 
1518-1528. http://dx.doi.org/10.14716/ijtech.v12i7.5343

[11] Asio, J. M. & Leva, E. & Lucero, L. & Cabrera, W. (2022). 
Education Management Information System (EMIS) and Its 
Implications to Educational Policy: A Mini-Review. International 
Journal of Multidisciplinary: Applied Business and Education 
Research, 3(8), 1389-1398. 
http://dx.doi.org/10.11594/ijmaber.03.08.01

[12] Dzakiria, H. (2005). The Role of Learning Support in Open & 
Distance Learning: Learners experiences and perspectives. The 
Turkish Online Journal of Distance Education, 6 (2), 95-109.

[13] Lu, H. & Smiles, R. (2022). The Role of Collaborative Learning in 
the Online Education. International Journal of Economics, 
Business and Management Research, 06(06), 125-137. 
http://dx.doi.org/10.51505/IJEBMR.2022.6608 

and Learning Outcomes in Computer Networks Teaching. In Book 
of Proceedings, LINK IT & EdTech23 International Scientific 
Conference. Belgrade: Faculty of Contemporary Arts Belgrade, 
Information Technology School, Institute for Contemporary 
Education; 2023. p. 268 - 278 ISBN-978-86-87175-20-4 

[15] Lampropoulos, G. (2023). Augmented Reality and Artificial 
Intelligence in Education: Toward Immersive Intelligent Tutoring 
Systems. In: Geroimenko, V. (eds) Augmented Reality and 
Artificial Intelligence. Springer Series on Cultural Computing. 
Springer, Cham. https://doi.org/10.1007/978-3-031-27166-3_

[16] Alahi, M. E. E., Sukkuea, A., Tina, F. W., Nag, A., Kurdthongmee, 
W., Suwannarat, K., & Mukhopadhyay, S. C. (2023). Integration of 
IoT-Enabled Technologies and Artificial Intelligence (AI) for Smart 
City Scenario: Recent Advancements and Future Trends. 
Sensors, 23(11), 5206. https://doi.org/10.3390/s23115206

[17] Ghashim, I. A., & Arshad, M. (2023). Internet of Things (IoT)-
Based Teaching and Learning: Modern Trends and Open 
Challenges. Sustainability, 15(21), 15656. 
https://doi.org/10.3390/su152115656

[18] Kaur, T., Kuliya, M., Sarki, A., Sharma, Dr & Suleiman, M. (2021). 
A Review of Application of Cloud Computing In Education. Journal 
of Applied Science, Information and Computing, 1, 46-55. 
http://dx.doi.org/10.59568/JASIC-2021-2-1-07

[19] Polas, Mohammad & Afshar Jahanshahi, Asghar & Ahamed, 
Bulbul & Molla, Md. (2023). The Future of Artificial Intelligence in 
Education 4.0: How to Go Green in the Post-COVID-19 Context. 
Technology Management and Its Social Impact on Education, IGI 
Global. http://dx.doi.org/10.4018/978-1-6684-9103-4.ch001

[20] Sasikala, P. & Ravichandran, R. (2024). Study on the Impact of 
Artificial Intelligence on Student Learning Outcomes. Journal of 
Digital Learning and Education, 4(2). 145-155. 
http://dx.doi.org/10.52562/jdle.v4i2.1234

[21] Kamalov, F., Santandreu Calonge, D., & Gurrib, I. (2023). New Era 
of Artificial Intelligence in Education: Towards a Sustainable 
Multifaceted Revolution. Sustainability, 15(16), 12451. 
https://doi.org/10.3390/su151612451

[22] Singh, B. (2024). Revolutionizing Education: The Promise of 
Generative AI in Personalized Learning. International Journal of 
Innovative Recarch in Science, Engineering and Technology, 
13(8), 14827-14836. 
https://www.ijirset.com/upload/2024/august/82_Revolutionizing.pd
f 

[23] Alkan, A. (2024). The Role of Artificial Intelligence in the Education 
of Students with Special Needs. International Journal of 
Technology in Education and Science, 8(4), 542-557. 
http://dx.doi.org/10.46328/ijtes.569

[24] Lin, CC., Huang, A.Y.Q. & Lu, O.H.T. (2023). Artificial intelligence 
in intelligent tutoring systems toward sustainable education: a 

systematic review. Smart Learn. Environ. 10, 41. 
https://doi.org/10.1186/s40561-023-00260-y 

[25] Rajput, Dr. (2024). The Impact of Technology on Educational 
Disparities. In book: Future of Education: Bridging the Digital 
DividePublisher: Published by EZ EDUCATION

[26] Djeki, E., Degila, J. & Bondiombouy, C. & Alhassan, M. (2024). 
Data protection in digital learning space: An overview. 
http://dx.doi.org/10.1063/5.0204895

[27] Lomba Portela, L., Domínguez-Lloria, S. & Pino-Juste, M. (2022). 
Resistances to Educational Change: Teachers’ Perceptions. 
Education Sciences, 12(5), 359.
http://dx.doi.org/10.3390/educsci12050359

[28] Balta, N. (2023). Ethical Considerations in Using AI in Educational 
Research. Journal of Research in Didactical Sciences, 2, 51-53. 
http://dx.doi.org/10.51853/jorids/14205

[29] Strategy for the development of education and upbringing in the 
Republic of Serbia until 2030 (“Official Gazette of RS”, no. 
63/2021)

Contact information:

, Senior Lecturer
(Corresponding author)
1981
Information Technology School—ITS
11000 Belgrade
ana.basic@its.edu.rs
https://orcid.org/0009-0009-4137-3296

PhD Dejan VIDUKA 2, full professor
1980
Faculty of Mathematics and Computer Sciences, Alfa BK University
11000 Belgrade
dejan.viduka@alfa.edu.rs
https://orcid.org/0000-0001-9147-8103
Ana- , MSc student
2001
University of Novi Sad, Technical Faculty "Mihajlo Pupin" Zrenjanin
23000 Zrenjanin
anamvukic@gmail.com


