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1 INTRODUCTION

A smart city represents a symbiosis of technology and 
people in an urban environment. With Inter of Things (IoT) on 
the rise, we see more and more applications of data analysis 
and informed decision-making. This is primarily enabled by a 
surge in number of various sensors available in the urban 
environments. Due to their rising numbers, we are getting a high 
quantity of data, which is ideal for informed decision-making.  
However, this high-volume influx and complexity of the data 
would be overwhelming for traditional pipelines to process. That 
is where artificial intelligence (AI), i.e., machine learning (ML), 
methods are introduced. Foremost, they enable automatic data 
analysis and learning of the trends in the data. Secondly, as 
computer methods, they can leverage high computing power to 
deliver the results quickly, even in real-time. And finally, they 
can learn complex trends in the data.

Smart city applications are already successfully 
implemented in various cities. For example, Midtown in Motion 
program in New York that improves traffic in real-time [1] and 
Virtual Singapore initiative that through virtual duplication of the 
city allows for various experiments and tests to be done virtually 
[2]. 

The smart city field of research is vast, and there are even 
comprehensive review papers on subfields. In this already well-
established field, we aim to review some of the latest research 
of ML applications in smart cities and see how they address the 
following five criteria: quality, measurability, explainability, 
privacy, security. For quality we focus on how the researchers 
quantify the quality of their proposed solution. For measurability 
we focus on the datasets, mainly how the quality of the solutions 
will translate to the real-world use-case. For explainability, we 
concentrate on the solution's ability to explain the reason for the 
given result to the end-user. For privacy we focus mainly on how 
the research addresses the privacy of people and how this data 
is prevented from exposure to malicious users. Finally, for 

security, we emphasize how the research addresses the 
security and integrity of the system itself against malicious 
activities. These five questions emerged as a necessary 
condition for the successful application of ML in smart cities. 
These issues do not concern only the researchers and industry 
professionals, but also other stakeholders, such as the 
policymakers, end-users, and others.

Although not exhaustive, this research aims to review 
current literature in terms of quality, measurability, explainability, 
privacy, and security. The review will yield the potential paths 
toward improvement of current and future initiatives in smart 
cities.

The structure of the rest of the paper is as follows. The 
second section shows a quick overview of machine learning 
methods and metrics presented in reviewed papers. The third 
section is dedicated to the overview of the research with focus 
on quality, measurability, explainability, privacy, and security. 
The last section concludes our findings on recent ML 
applications in smart cities.

2 TECHNOLOGIES AND METRICS

The rapid advancement of AI and the widespread adoption 
of IoT solutions have driven the development of diverse 
computational strategies to address increasingly complex 
problems. At the core of AI lies ML[3], which encompasses 
classical algorithms such as k-nearest neighbors (k-NN),
support vector machines (SVM), decision trees (DT), and Naïve 
Bayes (NB). These methods rely on pattern extraction from data 
to perform classification and regression tasks. A specialized 
subset of ML, deep learning (DL), employs multilayered artificial 
neural networks (ANNs) to automatically learn features from raw 
inputs. Prominent DL architectures include convolutional neural 
networks (CNNs) (e.g., VGG16, VGG19, MobileNet) for image 
analysis and long short-term memory (LSTM) networks for 
sequential data processing. Hybrid models, such as CNN-
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LSTM, integrate spatial and temporal learning capabilities, 
further expanding the applicability of DL in various domains. 
Additionally, graph neural networks (GNNs) have emerged as 
powerful tools for processing structured data, such as social 
networks, molecular structures, and knowledge graphs.

Concurrently, ensemble learning techniques (e.g., random 
forest (RF), gradient boosting, XGBoost [4], LightGBM[5]) and 
optimization algorithms, including genetic algorithms (GA) and 
particle swarm optimization (PSO), enhance predictive accuracy 
and facilitate hyperparameter tuning. Reinforcement learning 
(RL) methodologies, such as Deep Q-Networks, Multi-Agent 
Actor-Critic, and Proximal Policy Optimization, enable agents to 
make sequential decisions by continuously learning from 
environmental feedback. Furthermore, federated reinforcement 
learning (FRL) distributes the learning process across multiple 
agents while preserving data privacy. Neuro-symbolic AI, which 
combines neural learning with symbolic reasoning, is emerging 
as a promising approach for bridging data-driven and rule-based 
AI methodologies. Additionally, self-supervised learning and 
contrastive learning have revolutionized AI by reducing 
dependency on labeled data, improving feature representations 
across diverse domains. Beyond model-centric approaches, 
edge computing reduces latency and bandwidth requirements 
by shifting computational processes closer to data sources—an 
essential consideration for IoT networks. Similarly, federated 
learning enables decentralized model training across multiple 
devices, improving both privacy and scalability. Neuromorphic 
computing, inspired by biological neural networks, promises 
ultra-efficient AI implementations through event-driven 
processing and hardware acceleration. In specialized 
applications, methodologies such as two-stage demand 
forecasting, mixed-integer linear programming, and fuzzy logic 
are employed to solve intricate optimization problems. 
Additionally, data augmentation techniques, including Stable 
Diffusion for synthetic image generation, enhance model 
robustness. Advanced heuristics (e.g., Harris-hawk optimization 
[6] or the walrus optimization algorithm), Markov decision 
processes, and explainable AI (XAI) techniques further enrich 
the AI toolkit. Emerging paradigms, such as digital twin 
frameworks, frequently utilized in 6G network optimization, and 
distributed fog (DF) computing, demonstrate the seamless 
integration of AI-driven solutions into broader computational 
ecosystems. The integration of quantum machine learning 
(QML) introduces quantum-enhanced optimization and 
classification capabilities, expanding AI’s reach into domains 
such as cryptography, materials science, and drug discovery. 
Simulation of urban technology (SUMO) plays a crucial role in 
modeling and optimizing smart city infrastructures, with 
platforms like CityFlow enabling large-scale traffic simulations 
and COSMOS testbed providing a real-world environment for 
testing AI-driven networking and urban computing solutions. 
Ensuring model explainability is a crucial challenge; techniques 
such as Grad-CAM [7], LIME [8], and SHAP [9] provide insights 
into model decision-making processes, while privacy-by-design 
principles and biometric-based cryptography safeguard 
sensitive information. These approaches collectively ensure that 
AI remains robust, interpretable, and efficient across a wide 
range of real-world applications. Evaluating AI model 
performance requires context-dependent metrics. In 
classification tasks, metrics such as accuracy, precision, recall 
(sensitivity), specificity, F1-score (F1), Matthews correlation 
coefficient (MCC), and area under the ROC curve (AUC-ROC) 
capture various aspects of predictive performance. Accuracy 

quantifies overall correctness, while precision measures the 
proportion of true positives among predicted positives. Recall 
(sensitivity) assesses the proportion of actual positives correctly 
identified, and specificity evaluates the proportion of actual 
negatives correctly classified. The F1-score provides a harmonic 
mean between precision and recall, whereas AUC-ROC 
quantifies the trade-off between the true positive rate (TPR) and 
false positive rate (FPR) across different classification 
thresholds. Additionally, metrics such as true negative rate 
(TNR), miss rate, false alarm rate (FAR), detection rate (DR), 
and average classification accuracy (ACA) offer further insights 
into classification performance. Additionally, MCC is also used 
to better quantify the real accuracy of the model, like F1-score, 
mainly used on binary classification tasks. Model calibration 
techniques, such as Brier score and expected calibration error 
(ECE), ensure reliable probability estimates in probabilistic 
classifiers. For regression tasks, key evaluation metrics include 
root mean square error (RMSE), normalized RMSE (NRMSE), 
mean absolute error (MAE), symmetric mean absolute 
percentage error (SMAPE), and coefficient of determination 
(R²). RMSE emphasizes larger deviations in predictions, while 
MAE provides an average measure of absolute prediction error. 
SMAPE normalizes percentage errors, and R² represents the 
proportion of variance explained by the model. Beyond 
classification and regression, domain-specific and system-level 
performance indicators—such as average waiting time, average 
speed, traffic conflict rate, energy efficiency, carbon emissions, 
computing time, stock-keeping-oriented prediction error costs, 
device density, packet deadline adherence, latency, buffer size, 
wireless communication bandwidth, power consumption, event 
detection time, and processing throughput (e.g., FPS, CPU/GPU 
utilization)—ensure a comprehensive evaluation framework. 
Robustness metrics, including adversarial robustness scores, 
model uncertainty quantification (e.g., entropy-based 
measures), and fairness metrics such as demographic parity 
and equalized odds, contribute to assessing AI reliability and 
ethical compliance. These metrics account for real-world 
constraints, resource efficiency, and the broader operational 
impact of AI-based systems, ensuring sustainable and equitable 
deployment across industries.

3 SMART CITY

As is already mentioned, smart city is a vast field. In this 
review we will analyze current research from the following 
subfields in order: smart mobility, smart healthcare, smart 
energy, smart industry, smart living, smart safety and smart 
security. 

3.1 Smart Mobility

Smart mobility is a key part of smart cities. It helps make 
transportation more efficient, safer, and more sustainable. 
Papers considered in this review include traffic signal 
management based on congestion, connected autonomous 
vehicles, and their coordination and management of public 
transportation schedules and routes. Most of the proposed 
methods use some form of Deep RL (DRL) such as Deep Q 
Network [10–14], Multi-Agent Actor-Critic [15] or Proximal Policy 
Optimization [16]. In addition to DRL, some methods 
incorporated fuzzy logic [11], Mixed-Integer Linear programming 
[12], or Markov Decision Process [16] for additional optimization 
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or modeling. In other papers, MLP was combined with 
Convolutional layers [17] or LSTM [18].

3.1.1 Quality

The quality aspect is well explained. Most papers include 
some form of simulation. Therefore, the mentioned metrics are 
mostly empirical and are connected to sustainability and 
efficiency. The most frequent metric is average waiting time 
[10,11,13,14,16]. In [11], the average waiting time has three 
forms that are considered: average waiting time, average 
waiting time for a left turn, and average waiting time per car. 
Other mentioned metrics are energy efficiency [13,15,16],
carbon emission [10,15] average speed [14] and traffic conflicts 
[10]. Papers that included only computational simulation used 
F1 [17,18] and computing time [12]. 

Additionally, the proposed methods were compared with 
other competent methods that the authors chose, including 
other forms of machine learning.

3.1.2 Measurability

Proposed methods are mostly evaluated through 
simulations and include multiple scenarios. The simulation 
frameworks used for simulations are Simulation of Urban 
Mobility  [10,11,13,16], City Flow [14] and COSMOS testbed 
[19]. These frameworks supported the usage of modeling 
scenarios from the real world. In [12], authors chose computer 
simulation for evaluation, whereas a simulation was not 
conducted at all in [18]. The setup of the simulations mostly 
included datasets from real-world cities [10,11,13,14,18,19]. In 
[17], the authors tested cyber-attack detection using a Car-
Hacking dataset containing data on real cyber-attacks. In [12],
authors used real-world and generated datasets to broaden 
their simulation scenarios.

3.1.3 Explainability

The papers considered have used some form of DRL. 
Since DRL involves neural networks, its models are seen as 
black boxes. Authors mainly focused on testing their proposed 
methods without paying much attention to explainability. 
However, the ones that did use SHAP to find the correlation
between decisions and input data values [14,16,17]. Authors of 
[14] observed how the number of vehicles in different lanes 
influences the next state of signal control. In [16], the authors 
showed how modeled factors affect the braking and 
acceleration of connected autonomous vehicles.

3.1.4 Privacy and Security

Privacy and security are considered as important in smart 
mobility as in other fields. However, not many practical 
implementations were mentioned. In [19], the authors designed 
and tested intelligent intersection nodes using a COSMOS 
testbed, which includes cameras for object detection. They 
blurred the faces of passengers and license plates.

In [17], authors proposed an explainable framework for 
detecting cyber-attacks in connected autonomous vehicles. The 
framework is designed to monitor vehicle networks and detect 

anomalies in behavior. The authors of [20] have theoretically 
proposed a four-layer framework for detecting abnormalities in 
connected autonomous vehicle networks. The detection of 
cyber-attacks is based on changes in the energy that IoT 
sensors produce. For encryption, asymmetric methods like DSA, 
RSA, and ECDSA are considered.

3.2 Smart Healthcare

Smart healthcare leverages advanced technologies, such 
as AI, IoT, big data analytics, and cloud computing, to enhance 
the quality, efficiency, and accessibility of medical services. It 
addresses challenges like overwhelming data from electronic 
health records (EHRs), medical imaging, and wearable devices 
by using AI and ML to uncover hidden patterns and enable early 
intervention for chronic conditions. Additionally, smart 
healthcare bridges the gap in medical service access through 
remote monitoring, telemedicine, and AI-driven decision 
support, ensuring timely care regardless of location. This 
approach improves individual patient outcomes and can 
revolutionize public health by enhancing disease tracking, 
outbreak prediction, and resource allocation during crises.

3.2.1 Quality

AI, ML, and DL are being extensively applied in the 
healthcare field for disease diagnosis, patient monitoring, and 
disease imaging [21–23]. The work in [24] tackled the challenge 
of limited COVID-19 X-ray datasets by aggregating multiple 
sources and applying transfer learning with CNN architectures 
(VGG16, VGG19, MobileNet). VGG19 achieved the best 
performance with 96.97% accuracy, 99% recall, and 100% F1-
score and precision. Authors in [25] used ML to predict type 2 
diabetes and prediabetes risk in middle-aged individuals, 
assessing model performance with AUC-ROC and precision. 
The research in [26] utilized a decision tree classifier model with 
RMSE as the evaluation metric in patient monitoring. In 
contrast, an IoMT-enabled system for eldercare [27] achieved 
93.6% training accuracy and 91.8% validation accuracy, with 
sensitivity, specificity, and precision being other metrics used in 
its evaluation. Medical image tasks, for example, the work in 
[28], developed deep learning models in the detection of brain 
tumors through MRI, utilizing accuracy, precision, recall, FPR, 
and TNR for the improvement of classification reliability. 

3.2.2 Measurability

In disease diagnosis, the work in [24] validated their model 
using cross-validation, reducing bias and confirming 
generalizability. They compared VGG16, VGG19, and 
MobileNet to ensure the best model was not arbitrarily chosen. 
Similarly, authors in [25] used cross-validation and grid search, 
further validating their model on real-world data from the 
Stockholm Diabetes Preventive Program, which included over 
8,000 participants, ensuring its practical applicability.

In patient monitoring, the work in [26] used RMSE to 
quantify prediction accuracy and tested multiple models for 
robustness. They benchmarked predictions against real-world 
EHRs to validate their decision tree-based model. The research 
proposed in [27] tested multiple ML techniques (SVM, KNN, 
Decision Tree, ANN), with ANN performing best. Their validation 
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included experiments across diverse datasets and 
benchmarking against existing studies to confirm superior 
performance.

For medical imaging, the work in [28] validated their deep 
CNN models for brain tumor detection by comparing results with 
previous studies and testing across two distinct MRI datasets. 
This approach ensured generalizability and reduced overfitting 
risks.  

3.2.3 Explainability

Explainability in AI-driven healthcare is crucial due to its 
direct impact on patient outcomes, as errors can lead to severe 
medical consequences. Initially, AI models prioritized predictive 
accuracy, often relying on deep learning techniques with limited 
transparency. However, recent advancements have 
emphasized explainability to ensure model interpretability, 
allowing healthcare professionals to validate AI-generated
insights and reduce risks. This growing importance is evident in 
Figure 1, which illustrates the increasing number of PubMed 

search results for "explainable AI and medicine" over the years, 
highlighting the rising interest in transparent AI models in 
healthcare.

The paper [29] reviewed the shift from black-box models to 
XAI in healthcare, highlighting techniques such as LIME and 
SHAP. They discussed toolkits like AI Explainability 360 and 
Alibi, which support practical XAI applications, and presented 
case studies involving classification models, deep learning 
explainability, and an early warning score system (XAI-EWS).

The work in [24] integrated CNNs with Grad-CAM [7] to 
interpret COVID-19 predictions from chest X-rays, generating 
heatmaps that identified critical lung regions, thereby enhancing 
radiologists' trust in model decisions. Similarly, in [25] employed 
SHAP to analyze diabetes risk based on electronic health 
records, identifying BMI and glucose levels as key predictive 
factors. 

Authors in [30] proposed "HealthXAI", an XAI framework for 
early detection of cognitive decline using smart home sensor 
data. Their system combined collaborative data mining with XAI 
to detect behavioral and mobility anomalies associated with 
cognitive dysfunction. A key feature was its ability to generate 
natural language explanations via decision tree models, 
improving clinician interpretability. Validated on real-world data 
from 192 participants, the model demonstrated substantial 
predictive accuracy and scalability, offering a valuable tool for 
early diagnosis and intervention.
3.2.4 Privacy and Security

The increasing adoption of IoMT and edge computing 
enhances healthcare efficiency and exposes it to rising 
cybersecurity threats. The 2025 Cybersecurity Report by Check 
Point highlights a 47% increase in weekly attacks on healthcare 
organizations in 2024, making it the second most targeted 
industry. Groups like ALPHV exploit system vulnerabilities, as 
seen in the Change Healthcare attack, which disrupted hospital 
operations and forced ransom payments [31]. 

The authors in [32] analyzed privacy-preserving 
technologies, emphasizing cryptography, access control, 
anonymization, and blockchain. They highlighted regulatory 
gaps and proposed a privacy-by-design approach for integrating 
security. The work in [33] examined edge computing 
vulnerabilities, recommending blockchain and attribute-based 
encryption to protect patient data while advocating for federated 
learning to enhance security in decentralized systems.

The paper [34] explored security challenges in Healthcare 
IoT, particularly in remote patient monitoring. Their study 
stressed the risks of cyberattacks on interconnected medical 
devices, including infusion pumps and pacemakers, and 
emphasized strong encryption, blockchain, and biometric-based 
cryptography as key solutions. Federated learning was 
highlighted as a method to preserve data privacy while training 
AI models, ensuring compliance with HIPAA and privacy-by-
design principles.

3.3 Smart Energy

Smart energy field aims to optimize energy management so 
that overall production and energy consumption lowers, possibly 
cutting the current cost [35]. Since energy is the foundation of 
urban areas, efficient and sustainable energy system is the 
prerequisite for future growth and progress of urban 
development.

3.3.1 Quality

Reviewed papers show models ranging from CNN-LSTM to 
LGBM and KNN. A key element that needs to be present in all 
of them is evaluating the quality of their approach. 

A team [36] verified the quality of their approach by 
implementing their model in a number of cities worldwide, thus 
proving its effectiveness. However, despite the effectiveness of 
this approach, it is not always practical, and most researchers 
opt for some sort of metric.

In the case of [37], three proposed models used deep 
ANNS, CART DTs, and RF machine learning methods. They 
evaluated performance using NRMSE and SMAPE metrics to 
determine the best model. 

In [38], researchers proved that enough energy is produced 
by solely using sunlight, even on days with very little to no 
sunlight. The usage of LGBM and KNN was proposed. By 
utilizing R², RMSE, and MAE, they validated the accuracy of 
their models. The metrics' values were presented clearly and 
organized, as well as training time and memory usage. In 
addition, they included the advantages and disadvantages of 
using suggested methods.

Spatiotemporal dependencies in energy management 
cannot be overlooked. Considering how they affect energy 
production and consumption, a model using CNN-LSTM 
architecture was recommended in [39]. MAE and R² were used 
to evaluate the performance of the specified model.

Figure 20Number of papers on XAI in medicine over years
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Some models more precisely described the security aspect 
of energy management in smart cities. F1 score was used in 
most of them. Aside from it, in [40], they used FAR, precision, 
DR, accuracy, and recall. In [41], aside from the F1 score, 
accuracy, precision, recall, and AUC score were used to 
determine the accuracy of their model.

Authors in [35] decided to compare their results with those 
provided by methods already in action. It was established that 
energy consumption could be lowered by between 24% and 
32%, while the cost of current could be lowered by 18.6% to 
20.6%.

3.3.2 Measurability

Many papers use data collected from real-world situations 
to train models tested through various simulations. In the case 
of [36], sensors were deployed in various locations across the 
city to represent the energy required for the functioning of 
different areas. The work in [37] used data provided by the 
Croatian energy management information system. As 
mentioned, the authors of [38] considered using sunlight as their 
primary energy source. Thanks to the data used by the 
microgrid system from Thailand, simulations could be done on 
the proposed model. The research in [39] focused on getting 
data from cities with different climatic conditions, so they picked 
Mumbai, Delhi, Bengaluru, Chennai, and Kolkata in India, 
representing four different climate areas.

Different approaches were taken to this matter from the 
security aspect. The work in [40] relied on using an already-
created physical system to run simulations in Matlab. The paper 
also gave an insight into what a cyber-attack would look like, 
with small but notable differences in voltage. It also includes the 
time necessary to resolve the cyber-attack. 

In the case of [41], Kaggle provided the data for the model. 
It consisted of around 3000 instances separated into 12 classes. 
The model proved to measure the correct values by correctly 
predicting classes for all of the instances. 

Sometimes, the explicit explanation of where the data is 
coming from or how measurability is proven is not detailed, like 
in the cases of [42] with a CNN model or [35], where they 
predicted the outdoor temperature and used PV-generated 
values for their models, which were later used for various 
simulations. 

3.3.3 Explainability

Every resident utilizes AI systems for energy management 
in smart cities. The system must be explainable to ensure they 
understand why a specific decision was made. Unfortunately, 
not all models can be that easily explained, at least not without 
explaining the algorithm behind it. This was the case in most of 
the papers mentioned above. One of the exceptions was [40].
They used diagrams, similar to simulations, to explain the 
model's decision-making process. By detecting small 
oscillations in voltage or current, both the system and humans 
can tell when a cyber-attack is occurring. In the case of 
communication via a wireless connection, no explanation details 
were provided.

3.3.4 Privacy and Security

No matter how well a system performs, its security is 
paramount. An insecure system poses a potential threat to 
human lives and could result in losses of several million euros. 
The privacy and security aspect is marked as essential to every 
system in all papers. Addressing these issues strengthens 
people's trust. Some proposed two identification intrusion 
detection and encryption measures and security layers that 
provide guarded system communications [43].

Others proposed the usage of a DF network, based on FFT 
and DL, for the detection of cyber-attacks. Data shared amongst 
agents of production units and load is analyzed using FFT, 
which extracts coefficients and provides them as input indices to 
the DL model responsible for cyber-attack detection. Data 
shared via wireless communication, the amount of current and
voltage that agents measured, and reference signals of 
controllers are the monitored parameters [40].

Hacking into a global server (GS) represents a significant 
problem for all local building energy management systems 
(LBEMS) connected to it. A selective parameter method is used 
in the federated reinforcement learning (FRL) training process of 
heating, ventilation, and air conditioning (HVAC) agents to 
prevent this. By applying this method, each agent chooses a 
random part of its local model and delivers it to GS, ensuring 
that hackers cannot retrieve important information, such as 
private energy data of buildings [35]. 

The team behind [41] described their model thoroughly, 
backing everything up with comprehensive mathematical 
arguments. SSAE classification is used for detecting even the 
smallest cyberattacks and real-time intrusion detection. WOA 
improves hyperparameters.

3.4 Smart Industry

This section covers Smart industry applications, focusing 
on product defect detection, worker safety compliance, and 
demand forecasting tasks. Research in this category relies 
heavily on classification models and occasionally employs 
regression approaches—particularly in demand forecasting [44].
While some studies provide broad comparisons of diverse 
methods [45], many concentrate on refining a single proposed 
solution [44,46]. 

3.4.1 Quality

Our literature review revealed that many studies primarily 
focused on classification [44–46]. This is predominantly due to 
the nature of the data, which is often categorical and requires 
classification to make sense of it. These include the 
classification of defective products and worker safety 
compliance. Neural networks dominate the classification tasks, 
while the regression task, particularly in demand forecasting, 
follows a two-stage (dual) approach. In this approach, a 
classification model first predicts whether the demand is zero or 
non-zero. If non-zero, a subsequent regression model estimates 
the precise demand quantity [44]. 

Regarding performance metrics for classification tasks, the 
most commonly reported metrics include accuracy, precision, 
recall, F1 score, specificity, and AUC [44–46]. These metrics are 
used to evaluate the models' performance and compare 
different models.

Precision and recall are both essential because their 
balance is vital in situations where the consequences of 
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misclassifications—either overlooking a risk or raising an 
unnecessary alert—can be substantial. In these cases, the F1 
Score provides a unified measure when both metrics require 
equal weight. Specificity is crucial when accurately identifying 
negative instances is imperative, and the AUC offers broader 
insights into a model's overall discrimination ability under 
varying thresholds.

Demand forecasting [44] represents the sole regression 
application in the reviewed studies. The authors argue that 
Stock-keeping-oriented Prediction Error Costs are particularly 
suitable for this task because they capture the economic impact 
of forecasting errors on inventory management.

3.4.2 Measurability

Data used to train models within the smart industry 
consisted of labeled images and time series data, depending on 
the task. The labeled images were used for classification tasks, 
such as worker safety compliance [46], while time series data 
was used for demand forecasting [44]. The data was collected 
from real-world scenarios, such as steel manufacturing facilities 
and customer sales data. The image data was then 
preprocessed and augmented to increase the dataset size and 
variability. Data augmentation techniques included horizontal 
flipping, rotation, and image lightness and saturation 
modifications. In addition, synthetic data was generated via 
stable diffusion to diversify the training samples further[46]. 

The studies prevalently used k-fold cross-validation, with k 
ranging from 5 to 10 [44,46]. This technique was used to 
evaluate the model's performance and generalization ability. 
The data was split into training and validation sets, with the 
validation set used to tune the model's hyperparameters.

Authors of the [45] engaged in hyperparameter tuning to 
optimize the model's performance. They leveraged Genetic 
Algorithm (GA) to find the best hyperparameters for their model. 
This approach allowed them to find the optimal set of 
hyperparameters that maximized the model's performance.

3.4.3 Explainability

Concerning the explainability of the models, the authors of 
[44] propose the use of XAI techniques to interpret the model's 
predictions. They argue that the use of XAI techniques can 
provide insights into the model's decision-making process but 
must be used with caution due to the potential sensitivity of the 
data. The demand forecasting model explains its predictions 
within their proposed solution by highlighting the most influential 
features and their values. This lets the user understand the 
factors contributing to the model's predictions.

The authors of [47] propose a cognitive approach to model 
training to mimic human decision-making processes. This 
design, they argue, can offer enhanced interpretability by 
aligning the model's decision logic more closely with human 
reasoning.

3.4.4 Privacy and Security

To the best of our knowledge, no study explicitly addressed 
privacy concerns within the smart industry. Most regulations and 

guidelines—such as GDPR and ePrivacy—are mentioned in the 
context of data collection and processing.

Security
Regarding security, none of the reviewed works explicitly 

delve into protective measures for smart industry applications. 
This highlights a notable gap, especially given the potential risks 
of cyber threats in networked industrial environments. However, 
the authors of [47] mention that the final judgment should be left
to the human operator when dealing with decision-making 
models in worker safety compliance. This is due to the potential 
risks associated with fully automated decision-making systems, 
which could lead to catastrophic consequences in safety-critical 
environments.

3.5 Smart Living

This section covers Smart living applications, 
encompassing homes, education, and tourism. Research in this 
category spans from predicting customer socio-demographic 
characteristics[48] to assisting teachers in evaluating student 
performance[49]. Neural networks also dominate this area, with 
a few exceptions where other models are used, such as 
multinomial Naive Bayes [50]. In contrast to the smart industry, 
the smart living domain employs models such as LLMs.

3.5.1 Quality

In the reviewed literature, performance is predominantly 
quantified using classification metrics such as accuracy, 
precision, recall, and F1-score [50–52]. In the work focusing on 
customer social-demographic identification via smart meter data 
[48], the authors additionally report F1-macro and ACA to 
compare their channel attention architecture against other 
machine learning methods. Similarly, gesture recognition in 
smart homes [51] and sentiment analysis in tourism [50] report 
accuracy, precision, recall, and F1-score as core evaluation 
metrics. 

The work on digital twins for 6G network optimization [53]
further supplements accuracy with domain-specific measures, 
including device density, packet deadlines, latency, and buffer 
size, thereby capturing the nature of network performance.

In multi-stage problem formulations, a single metric cannot 
fully capture overall system performance. For instance, 
classification accuracy was employed as the principal 
performance measure in hyperparameter optimization for 
federated learning in online exam monitoring [52]. Meanwhile, 
hyperparameters, such as learning rate and number of epochs, 
were determined via an evolutionary approach combining PSO 
and GA.

The study on leveraging large language models for 
evaluating coloring activities [49] also measures performance by 
accuracy. 

The study on prompt engineering for knowledge creation 
[54] assesses performance by comparing the depth and clarity 
of LLM-generated responses with original student discourse. 
The paper's findings emphasize improvements in response 
quality and depth when using Chain-of-Thought prompting for 
knowledge creation; however, they do not provide clear 
numerical measures of performance.

3.5.2 Measurability
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The measurability of models performing tasks in smart 
living is primarily based on the data type and the nature of the 
task. For instance, in [48], the authors utilize time series data 
derived from smart meter readings across Irish households and 
businesses. The dataset is partitioned into training, validation, 
and testing subsets, ensuring robust performance evaluation 
and generalization analysis.

In the context of gesture recognition in smart homes [51],
the authors accompanied classification metrics with system-
level measures such as wireless communication bandwidth, 
power consumption, event detection time, and processing 
throughput (measured in frames per second as well as 
CPU/GPU utilization).

The sentiment analysis study [50] employs k-fold cross-
validation (with a k value set to 10) to mitigate overfitting and
ensure the reliability of results when analyzing YouTube 
comment data.

Additionally, the digital twin framework for 6G networks [53]
quantifies operational parameters—such as latency and buffer 
size—using defined optimization formulas, bridging the gap 
between abstract model accuracy and real-world network 
performance.

Regarding the hyperparameter optimization for online exam 
monitoring [52], the authors conducted experiments with varying 
iteration counts. They examined the stability and convergence 
of the evolutionary search process, therefore providing 
quantitative evidence of the efficacy of their hybrid GA-PSO 
strategy.

Similarly, the study on LLM-based evaluation of coloring 
activities [49] introduces a custom dataset comprising 14 distinct 
problems that test both logical and spatial reasoning, with 
supplementary materials provided through a publicly accessible 
repository.

The study on prompt engineering for knowledge creation 
[54] ensures measurability by analyzing 721 discourse turns, 
with 272 complete question–answer pairs serving as the dataset 
to compare original student responses against LLM outputs.

3.5.3 Explainability

Explainability remains a critical concern. This is especially 
true in applications where model decision interpretability affects 
end-user trust and operational transparency. In [48], channel 
attention mechanisms are introduced within a fully convolutional 
network. This modification improves classification performance 
and enhances interpretability by highlighting relevant input time 
series data features. Although the approach is not entirely 
transparent, it offers insights into feature prioritization. These 
insights help in understanding the socio-demographic inference 
process. 

For online exam monitoring [52], the authors note that 
using PSO and GA for hyperparameter tuning is less 
explainable due to the "black-box" nature of the evolutionary 
process. They partially mitigate this drawback by examining the 
model's sensitivity to specific hyperparameters. In addition, 
chain-of-thought (CoT) prompting is used in educational support 
[54] and logical task grading [49] to reveal the internal reasoning 
process of deep neural networks. Although still under 
development, this technique represents a promising direction for 
enhancing the transparency of complex model predictions.

3.5.4 Privacy and Security

Privacy considerations are notably sparse across the 
reviewed studies. The gesture recognition work [51] implicitly 
addresses privacy by advocating for on-device processing, 
thereby reducing the exposure of raw sensor data over 
networks. In the federated learning framework for online exam 
monitoring [52], data localization is designed to preserve privacy 
by keeping sensitive student data on local devices. Despite 
these measures, explicit privacy-preserving techniques are not 
directly addressed, suggesting a potential area for future 
enhancement.

The reviewed studies address security minimally. None of 
the contributions explicitly develop security measures, even in 
cases where system integrity and safe operation (such as in 6G 
network optimization [53]) are of great importance. In domains 
like smart home gesture recognition or smart meter analysis, the 
emphasis remains on performance and accuracy rather than 
defending against potential cyber threats. This highlights an 
opportunity for future work to integrate security frameworks into 
smart system applications.

3.6 Smart Safety

Public safety plays a crucial role in ensuring a better quality 
of life for citizens. As smart cities integrate IoT, AI, and big data 
analysis, there is room for improvement in monitoring, 
predicting, and mitigating risks to public safety. These 
technologies enable real-time surveillance and rapid response 
to emergencies, allowing for effective management of a wide 
variety of incidents, from criminal activities to natural disasters.

The tasks were mainly classification-based, and traditional 
methods such as K-NN, DT, and SVN were applied. Of the 
modern methods, CNNs and LSTMs were employed. There 
were also hybrid methods that combined two different methods 
for greater performance.

3.6.1 Quality

In safety applications, the task is to identify or predict a 
state that threatens safety. In other words, this task is a 
classification task. As such, aside from simple accuracy, 
additional metrics are used. To better depict performances on 
disbalanced datasets F1 [55–62] and MCC [57,61]. Aside from 
them, to better understand the shortcomings of the trained 
model, along with the aforementioned metrics, some papers 
also produce various metrics from the confusion matrix, such as 
precision and recall (i.e. sensitivity) [55,57,59–62]. Some papers 
give additional metrics from the confusion matrix such as 
[57,62]. The best option is when the paper shows the confusion 
matrix [61,63]. 

Among the usual, there are also ROC and AUC [55,60].
Others are OOB [63], Kappa [59], paired t-test and Taylor 
diagram [64]. 

In a rare case of a regression task, paper [64] uses metrics 
R², RMSE, MSE, and MAE to display the accuracy of the air 
quality index prediction. In contrast, the same metrics are used 
by [65] to predict microbial concentration in water. Another 
regression task example is in [66], where authors predict 
pedestrian movement and use Displacement Error and Final 
Displacement Error metrics.
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Apart from metrics that describe the accuracy of the model 
in various ways, sometimes the energy and time performances 
of the methods are constrained. These metrics are reported on 
a per-instance-classification basis. In papers [58,61,64], time 
per classification is introduced.

3.6.2 Measurability

For safety, there is a good trend toward using real-world 
data. All the papers on safety report real-world datasets; 
however, open access to the datasets still remains a topic that 
can be improved upon.

Directly openly available datasets, e.g., from Kaggle, 
Youtube or other sources, use papers [55–57,60,62,63]. 

In the paper [55], it states that the data will be made 
available upon request.

In the specific case of classifying several leaks in a pipe in 
[61], in the situation of missing real-world data, a dataset from a 
controlled real-life experiment was made, which is very close to 
a real-life scenario. Similar work was done in [65] for microbial 
concentration measurements.

Others do not state whether the dataset will be made 
available.

3.6.3 Explainability

For papers that use DT and derivative models, 
explainability is supported to a certain degree through the 
method itself [55,60]. In paper [55], explainability is additionally 
addressed through the gini index. In paper [65], SHAP is used 
to acquire explanations as to why the water is not drinkable.

Exceptionally, paper [56] uses a novel approach to 
explainability with the support of LLM to generate an 
explanation for the decision about the near-miss classification in 
traffic.

3.6.4 Privacy and Security

Privacy and security are usually not considered. Most 
information is mentioned in papers such as [57]. In some cases, 
this is not a problem if the data does not have privacy-sensitive 
data [55,58,60,61,64,65]. However, for the rest, this could be 
improved upon.

3.7 Smart Security

Securing IoT-based smart city infrastructures has emerged 
as a central research focus, with most work concentrating on 
detecting and mitigating cyberattacks, primarily DDoS. The 
application of various ML algorithms, including SVM, RF, KNN, 
NB, DT, GRB, XGBoost, ANN, CNN, LSTM, Autoencoder 
Classifier, QSVM, RBN, and ADA Boost, has proven to be 
highly effective in classifying incoming network traffic as benign 
or malicious. These studies report high overall detection 
accuracy and substantial reductions in false positives, instilling 
confidence in the progress of IoT security [67]. Some solutions 
extend beyond DDoS, targeting additional threats such as port 
mapping, brute-force attacks, MITM, malware, false data 
injection, buffer overflow, zero-day attacks, and SSH password 
guessing [68,69]. 

3.7.1 Quality

A recurring goal across these security solutions is 
achieving high detection accuracy with minimal latency. Papers 
commonly report performance metrics such as accuracy, recall, 
precision, F1, FPR, TPR, and computation time. Notably, 
XGBoost achieved 99.9% accuracy with an FPR of 0.06 [70],
while QSVM reported accuracy rates between 99.1% and 
99.4% [71]. 

3.7.2 Measurability

Most approaches are validated against established or 
publicly available datasets to confirm real-world applicability. 
Performance metrics like confusion matrices are frequently 
presented alongside comparative analyses with other methods. 
Where advanced paradigms are introduced, researchers 
measure reductions in computational overhead relative to 
classical baselines [71]. In honeypot-driven studies, 
comprehensive log data is collected to demonstrate the 
system's capacity to detect DDoS and secondary intrusion 
attempts (e.g., SSH password guessing) [70,72]. 

3.7.3 Explainability

While many studies provide mathematical explanations of 
ML algorithms, most solutions operate as black-box systems 
from an end user's perspective. Even when theoretical steps are 
detailed, non-technical users often find the outcomes opaque 
[67,68]. 

3.7.4 Privacy and Security

Privacy preservation is generally considered a secondary 
objective, with only a limited number of papers explicitly 
addressing it. One study anonymizes IP addresses at the data 
collection stage [67]. Another advocate for federated learning is 
ensuring that raw data remains at local sites while only 
aggregated parameters are transmitted to a central server, 
minimizing exposure risks [73]. 

On the question of security, several frameworks propose 
comprehensive strategies that go beyond detection accuracy 
and computational metrics. These strategies, such as 
specialized feature extraction pipelines that capture critical 
aspects of network traffic and the storage of metadata in a 
blockchain to ensure tamper resistance and trustworthy 
intrusion detection [74], instill confidence in the future of IoT 
security. Honeypot-driven approaches complement these 
strategies by analyzing large volumes of decoy traffic to uncover 
emerging threats [72]. 

Trust-based quarantining, as proposed in [75], enhances 
security by immediately isolating suspicious nodes, reducing the 
likelihood of large-scale breaches. Moreover, some research 
incorporates fog computing and blockchain technology, 
leveraging SHA-256 hashing and ECDS digital signatures to 
safeguard data integrity [74]. 

4 Conclusion
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Current AI-based solutions in smart cities demonstrate 
promising results in classification and regression tasks, primarily 
supported by widely accepted metrics such as accuracy, 
precision, recall, F1, and RMSE. These quality metrics allow 
clear performance comparisons, but there is room for expanding 
multi-criteria evaluations to reflect real-world complexity better. 
Measurability often benefits from real-world datasets, which 
increases the practical relevance of findings; however, the 
scarcity of openly available, standardized data repositories 
continues to restrict reproducibility among different research 
groups. While emerging explainability methods like LIME, 
SHAP, and Grad-CAM show that explainability is gaining 
traction, many solutions remain opaque, indicating the 
importance of further research on transparent decision 
processes. Privacy concerns are variably addressed through 
anonymization and federated learning, yet comprehensive 
privacy-by-design approaches remain uncommon. Security, 
though frequently tackled in intrusion detection and related IoT-
focused frameworks, would benefit from more integrated, end-
to-end cybersecurity strategies. Bridging these gaps—
particularly in data availability, explainable architectures, and 
holistic privacy-security measures—can reinforce public trust, 
accelerate adoption, and guide sustainable innovation in future 
smart cities.
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